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HIPPA — The Health Insurance
Portability and Accountability Act

* Five Security Standards

 Administrative safeguards

* Physical safeguards

* Technical safeguards

* Organizational requirements

* Policies, procedures, and documentation
requirements
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The Experiment Plan

* Find medical facilities around Mississippi that
are in drivable distance

* Go war driving around the places where these
facilities are located and sniff for any packets
being broadcast

 Use a GPS to correlate the access points found
In these locations to the buildings the wireless
signals are coming from, and plot the access
points in google earth
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Equipment used

A number of both hardware and software
devices were used for this experiment...
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IBM Thinkpad T40

$300.00
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Ubiquitt SRC Wirless PCMCIA Card
with Antenna

« $100.00




Garmin Etrex Hand Held GPS
with Cable

 $80.00
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Laptop Car Charger

« $20.00
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Piece-o-junk Corolla
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Execution of the experiment

| started up Kismet, gpsd, and Wireshark

 Then | drove up and down streets where the
medical facilities were located
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Status

Found new network "GiGLi" bssid @0:14:A5 Crypt ¥ Ch 6 @ 11.600 mbit
Found new network "witty" bssid 68:1C:18: Crypt ¥ Ch 6 @ 54.80 mbit
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Analysis of the results

Used kisgearth to convert GPS data points to a google
earth KML file

Looked at the GPS points in google earth to see if the
wireless access points were in the correct area that
gpsd recorded them in

Loaded some of the wireless data up into wireshark to
see if there were any interesting packets

Used the linux command "grep" to parse the kismet
logs and generate statistics of hackable wireless
access points
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Encryption of
Wireless Access Points

MISSISSIPPI STATE



How HIPPA is Violated

* Under one of the five security standards
enacted by HIPPA one of them states that
health care providers must "Implement security
measures to ensure that electronically
transmitted electronic protected health
information is not improperly modified without
detection until disposed of"

* This includes encrypting electronic health
information over the wire for these wireless
access points which 113 don't do at all
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Danger of these results

* Even if you buy into the lie that just because
you're behind a firewall you are safe, most of
these wireless access points act as the firewall
and once broken into are bypassed

 WEP access points are easily defeated
 WWPA TKIP can be cracked
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Danger of these results continued

* Peoples social security numbers and personal
medical records (such as what medicines they
are allergic to) are constantly going across the

wire
* Medical equipment is starting to get hooked up
to the network
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Hacker Tools

o SpoonWEP/SpoonWPA — It's as easy as
making soup! Crack WEP keys in about 5

minutes!

* Metasploit — Hundreds of exploits, automated
hacking of exploitable machines

e Crypters — You think virus scanners will save
you? They won't. Hackers have tools to encrypt
their software so that most anti-virus programs
will not recognize them anymore.
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Metasploits db autopwn feature
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Contact Information & Questions

Email: Dantevios@gmail.com

Website: http://www.Dantevios.com (Will put slides here)
Twitter: http://www.twitter.com/Dantevios

Facebook: http://www.facebook.com/Dantevios

AlIM: Dantevios

MSN: Dantevios@hotmail.com

Yahoo: Dantevios@yahoo.com

Skype: Dantevios
Skype #: 662 — 524 — 3653
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